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Best Computing Practices 

1. Passwords – Make sure they are not sequential or the same password for all websites 

a. Do not use a password with a sequential number after, i.e. Pepper21. If your password is 

compromised, a year later they could try Pepper22 or Pepper23. 

b. Make sure your passwords are different for diverse types of websites. If someone knows your 

Gmail password make sure it is not the same as your banking password, for example.  

c. Enter a space or instead of an ‘e’ make it a ‘3’. Example - “need H3lp” or “phon3 hom3” 

d. Do not write down your password and stick them to your computer screen. 

e. Use a password manager if you become overwhelmed with keeping up with passwords. 

2. Scams – Be aware of email scams 

a. Hover over the link before you click. Place your mouse over the eBay link and you will see a 

different website called stealyourinformation.com. Example: www.ebay.com Make sure you do 

not click a link until you hover over the link to see where it goes. 

b. Attachments can run applications that are hidden in the attachment. Do not open attachments 

from users you do not know. 

c. Phishing is when a person sends you a message that looks like it came from your bank, mail 

provider or credit card company. Don’t click on links in emails but go directly to the website and 

type in the address. 

3. Java and Adobe Flash Updates – Don’t install more than just the update 

a. Java and Flash updates will want you to click on some options while updating. PLEASE READ what 

you are agreeing to. Do not allow the program to install ASK, YAHOO, MSN etcetera. The updating 

company makes a penny per click, in most cases, when you allow them to install other programs. 

b. Make sure you update the Java and Flash software occasionally.  

4. Lock Your PC Screen – Secure your information 

a.  <Ctrl> <Alt> + <Del> then <Enter> will lock your screen before you walk away from your PC.  

b. Don’t store your passwords in the browser. If you leave your screen unlocked tonight, a person 

could start a browser and try a couple back or credit card company sites. Crocks may gain access 

to your Gmail, Yahoo, Hotmail. If they successfully access your email, they can request a password 

change be sent to your email. All this takes less than 10 minutes. 

c. Do not leave programs up and logged in on your PC when you leave. This is even worse than the 

above recommendation.  

5. Restart each night – When you leave for the day please RESTART 

a. Restarting locks your PC and shuts down all applications 

b. If your taking your laptop home, please SHUT DOWN. 

c. Your home PC needs to be restarted also. Most patches or service packs will not be installed from 

Microsoft until you restart. 

  

https://twitter.com/MATRIXResources
https://www.linkedin.com/company/2875
https://www.youtube.com/playlist?list=UUYFVWKKrVEQ55zsE3C8QB1Q
http://www.matrixres.com/resources/blogs/
https://www.facebook.com/MATRIXResources
http://www.stealyourinformation.com/
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6. Personal Files – Keep personal files personal 

a. DO NOT store any personal files on our PC here at work. Tax or medical records should never be 

on a PC that is connected to the internet or a company network. 

b. Password protect any files with social security or names and birth dates. 

7. Pirated Files – Never install pirated files 

a. Free movies, music, applications from the internet account for 80% of all downloaded virus 

payloads. 

b. Websites for bit torrents or file sharing are notorious for pirated files and contain the most 

viruses. 

c. Don’t plug in USB devices unless you know where they came from. What better way to infect a 

company than to leave some USB devices in a break room filled with viruses? 

8. Backup – Fast and easy backups 

a. A $30 USB device at home is a great place to store photos, documents, password protected tax 

returns, or password protected medical records. Would you rather have the files in the cloud? 

b. External backup drive like Western Digital Passport Slim, or Seagate Backup Plus can be had for 

less than $100. 

9. Updates – Keep your PC up to date 

a. Windows – Your home PC should be on Windows 10 or the latest MAC OS. Make sure you are 

keeping Windows 10 updated. http://windowsupdate.microsoft.com 

b. Antivirus – Make sure your virus prevention software updates its database. Your antivirus provider 

makes updates hourly. Some PCs have the software installed, but don’t even update the virus 

definitions. That is like having a nice fence, while always leaving the gate open. 

10. 15 minutes – each week 

a. Your computer is just like your car. You keep it maintained and it should serve you well. If you stop 

updating the software or start neglecting the PC, you will eventually run into trouble. 

b. Run a backup of your important files. Once a month we get users asking how to retrieve files from 

a PC that was hit by a virus. 

c. Take 15 minutes during the week to build smart computing habits. 

 

https://twitter.com/MATRIXResources
https://www.linkedin.com/company/2875
https://www.youtube.com/playlist?list=UUYFVWKKrVEQ55zsE3C8QB1Q
http://www.matrixres.com/resources/blogs/
https://www.facebook.com/MATRIXResources
http://windowsupdate.microsoft.com/

